International Journal of Scientific & Engineering Research, Volume 5, Issue 8, August-2014

ISSN 2229-5518

125

Enhanced Intrusion Detection System with

On-Demand Routing Protocol using Hybrid
Cryptographic Technigue for MANETS

Avinab Marahatta, Kare Suresh Babu

Abstract— The migration to wireless network from wired network has been a global trend in the past few years. The scalability and
mobility brought by wireless network made it possible in many applications. Among all the up to date wireless networks, Mobile
circumstantial Network (MANET) is one amongst the foremost necessary and distinctive applications. On the contrary to ancient spec,
MANET doesn't need a set network infrastructure; each single node works as a transmitter and a receiver and they trust their neighbors to
relay messages. Nodes communicate directly with each other when they are both within the same transmission range. Or else, they rely
on their neighbors to relay messages. Self-configuring ability of nodes in MANET made it popular among critical mission applications like
military use or emergency recovery. However, the open medium and remote distribution of MANET create it at risk of numerous kinds of
attacks. Therefore it is very crucial to develop efficient intrusion detection mechanisms to protect MANET from attacks. In this paper, we
define solid privacy requirements regarding malicious attackers in Mobile Ad-hoc Network. We propose and implement a new intrusion
detection system named Enhanced Intrusion Detection System with On-Demand Routing Protocol using Hybrid Cryptographic Techniques
for MANETs. Compared to contemporary approaches, it demonstrates higher malicious-behavior-detection rates in certain circumstances

while does not greatly affect the network performances.

Index Terms— AACK, ACK , EAACK, Hybrid Cryptography, IDS, MANET , TWOACK

1 INTRODUCTION

he increasing demand of wireless communication and the

needs of new wireless devices have tend to research on

self configuring, self healing networks without the
interference of centralized or pre-established
infrastructure/authority. Networks with the absence of any
centralized or pre-established infrastructure are called Ad hoc
networks [6], [12], [31]. Ad hoc Networks are collection of self-
governing mobile nodes.

Industrial remote access and control via wireless networks are
becoming more and more popular these days. In the next
generation of wireless network systems, there will be a need
for the expeditious deployment of independent mobile users.
Consequential examples include establishing survivable,
effectual and dynamic communication for exigency/rescue
operations, disaster mitigation efforts, and military networks.
One of the major advantages of wireless networks is its ability
to allow data communication between different parties and
still maintain their mobility. The communication is limited to
the range of transmitters from one node to another. This
means that two nodes cannot communicate with each other
when the distance between the two nodes is beyond the
communication range of their own.

MANET solves this problem by allowing intermediate parties
to relay data transmissions. It can be achieve by dividing
MANET into two types of networks, which is single-hop
network and multi hop network. In a single-hop network, all
nodes within the same radio range communicate directly with
each other. On the other hand, in a multi hop network, nodes
rely on other intermediate nodes to transmit if the destination
node is out of their communication range. MANET does not

require a fixed infrastructure; thus, all nodes are free to move
randomly [4], [28]. MANET is capable of creating a self-
configuring and self-maintaining network without the help of
a centralized infrastructure. However, it is often infeasible in
critical mission applications like military conflict or emergency
recovery. Quick deployment and minimal configuration make
MANET ready to be used in emergency circumstances where
an infrastructure is unavailable or unfeasible to install in
scenarios like military conflicts, medical emergency situations
and natural or human-induced

disasters [19], [31].

Due to unique characteristics, MANET is becoming more and
more widely implemented in the present scenarios[15], [29].
However, considering the fact that MANET is popular among
critical mission applications where the network security is
very important. Unfortunately, the remote distribution and
open medium of MANET make it vulnerable to various types
of attacks. As for example, due to the nodes’” lack of physical
protection, the malicious attackers can easily capture and
compromise nodes to achieve attacks. While considering the
fact that most routing protocols in MANETSs assume that every
node in the network behaves cooperatively with other nodes
and presumably not malicious, any attackers can easily
compromise MANETs by inserting malicious nodes into the
network.

2 BACKGROUND

Missing a single component may significantly degrade the
strength of the overall security solution. When more security
features are introduced into the network in parallel with the
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enhanced security strength is the communication and
management overhead. The network performance, in terms of
robustness, availability and scalability of the security
solutions, becomes an important concern in ad-hoc network.
Many contemporary proposals focus on the security vigor of
their solutions from the cryptographic technique, people leave
the network performance largely discourse. The dimensions of
network performance and security strength are equally
important. Achieving a good trade-off between two extremes
is one fundamental challenge in security design for MANETsS.

Nodes in MANETs assume that other nodes always cooperate
with each other to relay data packet. The attackers with the
opportunities to achieve significant impact on the network
with just one or two malicious nodes. While solve this
problem, the Intrusion Detection System should be added to
enhance the security level of mobile ad-hoc networks. If the
mobile ad-hoc networks can detect the attackers as soon as
they enter the network to completely eliminate the potential
damages caused by compromised nodes at first time only.

2.1 Watchdog

Watchdog aims is to improve the throughput of network with
the presence of malicious nodes. The Watchdog is consisted of
two parts, which are Watchdog and Pathrater. Where,
Watchdog serves as IDS for MANETs. Watchdog is
responsible for detecting malicious node misbehaviors in the
network and detects the malicious misbehaviors by
promiscuously listening to its next node transmission. The
Watchdog node increases failure counter if it overhears that
the next node fails to forward the packet within a certain
period of time. If the node’s failure counter exceeds a
predefined threshold, then the Watchdog node reports it as
misbehaving. In this situation, the Pathrater cooperates with
the routing protocols to avoid the reported nodes in future
transmission.

2.2 TWOACK

It detects misbehaving nodes or links by acknowledging every
data packet transmitted over every three consecutive nodes
along the path from the source to the destination. When
retrieval of a packet, each node along the route is required to
send back an acknowledgement packet to the node that is two
nodes away from it down the same route. The TWOACK is
required to work on routing protocols such as Dynamic
Source Routing (DSR), Ad-hoc On-Demand Distance
Vector(AODV) routing protocol. The TWOACK successfully
solves the receiver collision and limited transmission power
problems posed by Watchdog intrusion detection system.
However, the acknowledgement process required in every
packet transmission process added a significant amount of
unwanted network overhead.

2.3 AACK

It is an acknowledgement-based network layer scheme which
can be considered as a combination of a TACK and ACK.
Where TACK is identical to TWOACK and ACK is an end-to-
end acknowledgement scheme called ACKnowledge(ACK).
While compared to TWOACK, AACK significantly reduced
network overhead while still capable of maintaining or even

surpassing the same network throughput. While considering
the ACK scheme the source node S sends out Packet without
any overhead. All the intermediate nodes need to forward this
packet to the destination node. When the destination node D
receives Packet, it is required to send back an ACK
acknowledgement packet to the source node S along the
reverse order of the same route. If the source node S receives
this ACK acknowledgement packet within the predefined
time, then the packet transmission from node S to node D is
successful otherwise the source node S will switch to TACK
scheme by sending out a TACK packet. This concept of
adopting a hybrid scheme in AACK greatly reduces the
network overhead, even though both TWO ACK and AACK
still suffer from the problem that they fail to detect malicious
nodes with the presence of false misbehavior report and
forged acknowledgement packets.

2.4 EAACK

In this EAACK system, there are different three approaches
are implemented, namely, end to end acknowledgement
scheme, secure acknowledgement scheme and misbehavior
report authentication scheme. First it goes to ACK and
forward the data packet from source to destination. If any
malicious node found, it automatically goes to secure
acknowledgement scheme which is identical to TWOACK. In
secure acknowledgement mode the digital signature is
implemented. Both the DSA and RSA algorithms used to
generate the digital sign separately.

3 PROBLEM STATEMENT

Previous studies on Intrusion Detection System for MANETSs
focused more on only the data packet transmission and
acknowledgement. There is no very secure intrusion detection
system which not only deals about acknowledgement deals
about the data packet encryption and transmission of data
from one source to another destination. Moreover, the
performance of different intrusion detection system had not
been well measured since each researcher used different
simulator and performance metrics for performance
evaluation. Due to aforementioned problems there is
continuous need to develop secure Intrusion detection system
for MANETS. This proposed system is designed to tackle some
of the weaknesses of Watchdog scheme, namely, limited
transmission, false misbehavior, receiver collision and forge
acknowledgement.

3.1 Receiver Collision

Receiver collision In the receiver collision problem as
illustrated in the figure the node A can only identify whether
node B has sent the data packet to node C, where node A
cannot assure that node C has received it. If a collision occurs
at node C when node B first forwards the packet, node A can
only assume that node B has forwarded the packet and
assumes that node C has successfully received it. Thus, B
could skip retransmitting the packet and evade detection.
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Fig. 1. Receiver Collision

In a typical example of receiver collisions, demonstrated in
Fig. 2 after node A sends Packetl to B node, it tries to overhear
if node B forwarded this packet to node C; meanwhile, X node
is forwarding packet2 to node C. In this situation, node A
overhears that node B has successfully forwarded Packetl to
node C, but failed to detect that node C did not receive this
packet due to a collision between Packetl and Packet2 at node
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Fig.2. Receiver Collisions: Both node B and node X are trying to send
packets to node C at the same time
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3.2 Limited Transmission Power

In limited transmission power, node B intentionally limits its
transmission power so that it is strong enough to be overheard
by node A but not strong enough to be received by node C.

Fig.3 Limited Transmission Power

3.3 False Misbehavior

In false misbehavior report, although node A successfully
overheard that node B forwarded Packetl to node C, node A
still reported node B as misbehaving, as shown in Fig.4. Due
to the open medium and remote distribution of typical
MANETs, attackers can easily capture and compromise one or
two nodes to achieve this false misbehavior report attack.
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Fig.4. False Misbehavior Report

3.4 Forge Acknowledgement

In forge acknowledge, the node A successfully forwarded the
data packet to the node B. Node B is sending
acknowledgement to node A without forwarding data packet
to node C.
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Fig.5. False Acknowledgement

4 PROJECT DESCRIPTION

In this proposed system, there are different approaches have
implemented. First it goes to ACK. If any malicious node find,
it automatically goes to S-ACK mode and goes for MRA
scheme.
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Fig.6. System Architecture
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4.1 ACK Mode

While considering the ACK scheme the source node S sends
out Packet without any overhead. All the intermediate nodes
need to forward this packet to the destination node. When the
destination node D receives Packet, it is required to send back
an ACK acknowledgement packet to the source node S along
the reverse order of the same route. If the source node S
receives this ACK acknowledgement packet within the
predefined time, then the packet transmission from node S to
node D is successful otherwise the source node S will switch to
Secure ACK mode by sending out an S-ACK data packet to
detect the misbehaving nodes in the route.
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Fig.7. ACK Mode

4.2 S-ACK Mode

In S-ACK, the first node send out secure acknowledgement
data packet to second node and same data packet forward to
third node. When third node receives packet data, as it is the
third node in this three node group, third node is required to
send back an secure acknowledgement packet to second node.
Second node forwards back to first node. If first node does not
receive this acknowledgement packet within a predefined

4.3 MRA Mode

The core of MRA scheme is to authenticate whether the
destination node has received the reported missing packet
through a different route. The source node starts a AODV
routing request to find another route. By adopting an
alternative route to the destination node, we escape the
misbehavior reporter node. Whenever the destination node
receives an MRA packet, it searches its local storage and
compares whether the reported packet was received or not. If
it is already received, then it is safe to conclude that this is a
false misbehavior report and whoever generated this report is
marked as malicious node otherwise the misbehavior report is
trusted and accepted.

4.4 Hybrid Cryptographic Technique

This is an acknowledgement-based IDS. All three parts of the
system, namely, ACK, S-ACK, and MRA, are
acknowledgement based intrusion detection system. They all
rely the acknowledgement packets to detect misbehavior's in
the network. This is very important to ensure that all
acknowledgement packets in the system are authentic.
Otherwise, if the attackers are smart enough to forge
acknowledgement data packets, all of the previous schemes
will be vulnerable. With regard to this urgent concern
incorporated Hybrid Cryptographic Technique in our
proposed system. In order to ensure the integrity of the IDS, It
requires all acknowledgement packets to be digitally signed
before they are sent out and verified until they are accepted.

4.4.1 Formation of secret ACK data

The acknowledgement data can be encrypted with secret key
of AES algorithm and generate secret data. The random
number generator generate the random number and that
number and the private key of RSA algorithm generate the
digital sign. The ASCII value of secret data produce secret
ACK data with the help of digital sign.

AES
time period, both second and third nodes are reported as Algorithm
malicious node. A misbehavior report will be generated by
first node and send to source node. Where the source node
immediately trusts the misbehavi : ires th ACK Secret Secret
y trusts the misbehavior report, it requires the Data —
source node to switch to MRA scheme and confirm this Key
misbehavior report. ASCII
Secret Value
ACK }
Data
" [ [ [ [ [
" [ ] [ ] [ ] [ ] [ ]
. . Psad1l . . . . Digital Sign
. ® Psadl . . 11 1g
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u = Psakl "l.lll.ll = =
» " " [] " "
: :4- SRELEEE . . . Private Random * Random
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Fig.8. S-ACK Mode Fig.9. Formation of Secret ACK data
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Algorithm
If data received
a. Checks I'm the destination
i. Ifyes
1. Generate the ack
a. Set current time as ack time Ta
b. Checks the pair-wise key b/w source and
destination

i. If found set key as K;__,

c. Split Ta into separate character U T

d.Create empty list for encrypted data El

e. For-each char Pt ETy

i. Encrypt by AES algorithm

Pt ==Ct

Convert to ascii value Cta
Generate random number(rand)
New value Nv = Cta — rand
. (Cta & Nv&rand) U El

ii. Make digital sign

R R N

1. Checks for own private key
2. For_each value of El
a. Extract Nv
b. Encrypt by RSA private key
i Nv=>CNv
ii. CNv U Digital_sgn_Ist
2.Send the secrete ack with
a. Digital sign
b. Rand number

c. Generation time.

4.4.2 Verification of Acknowledgement

The randomized ASCII value generated from secret ACK data.
Public key of RSA algorithm helps to verify the digital sign. It
gives the verified ASCII char which generate secret message.
That secret message with secret key of AES gives the ACK
data.

Algorithm

If digital sign received in source

a. Node checks the public key info for ack generator
i If found
1. decrypt by Pu===>Ptrsa
2. Checks for secrete pair key
a. If found
i.  DecryptPtrsaby K ==>Pt

3. Pt U plain text list

Randomized
r ASCII value
Secret ACK Data
| Digital
Sign Public
Key
RSA Dig%t‘al S‘ign Verified
Algorithm Verification Number +
AES
Algorithm ¢
Secret
ACK Data Secret
Verification Key @‘ Message

Fig. 10. Verification process of Secret ACK data

5 SIMULATION

5.1 Methodology

To better investigate the performance of Enhanced Intrusion
Detection System with On-Demand Routing Protocol using
Hybrid Cryptographic Techniques for MANETs  under
different types of attacks, we define three scenario settings to
simulate different types of misbehaviors or attacks.

5.1.1 Scenario 1

In this scenario, we simulated a basic packet dropping attack
from the malicious node. The malicious nodes simply drop all
the packets that they receive. Purpose of this scenario is to test
the performance of intrusion detection system against limited
transmission power and receiver collision.

5.1.2 Scenario 2

This scenario is designed to test IDSs” performances against
false misbehavior report generated by the node. In this
situation, malicious nodes always drop the packets that they
receive and send back a false misbehavior report whenever it
is possible.

5.1.3 Scenario 3

This scenario is used to test the performances when the
attackers are smart enough to forge acknowledgement packets
and claiming positive result.

5.2 Configuration

The simulation is conducted within the Network
Simulator(NS) 2.34 environment on a platform with GCC 4.3
and Ubuntu 10.04.4. The system is running on a laptop with
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Core i7 CPU and 8-GB RAM. In order to better compare the
simulation results with other research works, I adopted the
default scenario settings in NS 2.34. The intention is to provide
more general results and make it easier to compare the results.
In NS 2.34, the default configuration specifies 10 nodes in a flat
space with a size of 670 x 670 m. Both the physical layer and
the 802.11 MAC layer are included in the wireless extension of
NS2. The moving speed of mobile node is limited to 20 m/s
and a pause time of 1000 s. User Datagram Protocol traffic
with constant bit rate is implemented with a packet size of 512
B. For each scheme, every network scenario three times and
calculated the average performance.

6 PERFORMANCE EVALUATION

In To measure the performances of proposed scheme, we
continue to adopt the following two performance metrics.

6.1 Packet delivery ratio(PDR)

PDR is the ratio between the total number of packet received
at the destination node to the total number of packets sent by
the source node.

6.2 Routing overhead (RO)

This is the ratio of routing related packets in bytes (RREQ,
RREP, RERR, AACK)) to the total routing and data
transmissions (sent or forwarded packets) in bytes. That
means the acknowledgements and switching over head is
included.

7 SIMULATION RESULTS

In this section, the concentration goes on comparing
performances through simulation result comparison with
Watchdog, TWOACK, EAACK and Hybrid schemes.

7.1 Simulation Result- Scenario 1

In scenario 1, malicious nodes drop all the packets that pass
through it. Fig. 11, shows the simulation results that are
based on PDR. Proposed scheme Enhanced Intrusion
Detection System with On-Demand Routing Protocol using
Hybrid Cryptographic Technique for MANETs surpassed
Watchdog’s  performance. From the results, the
acknowledgement-based schemes, including TWOACK,
AACK, EAACK and Hybrid scheme are able to detect
misbehavior with the presence of limited transmission power
and receiver collision. However, when the number of
malicious nodes reaches 40%, proposed system performance is
lower than those of TWOACK and AACK. It as a result of the
introduction of MRA mode, when it takes more time to receive
an MRA acknowledgement from the destination node that the
waiting time exceeds the predefined threshold.

Scenerio 1: Packet Delivery Ratio
1.1
2 m —*—AODV
E b o - . .
14 . -
> 0.9 | —=—Watchdog
(5
>
= 0.7 - —a— TWOACK
2 05 AACK
&
03 —¥%—EAACK(RSA)
0% 10% 20% 30% 40% Hybrid
Malicious Nodes

Fig.11. Simulation Result- Scenario 1- Packet Delivery Ratio

TABLE 1
SIMULATION DATA- SCENARIO 1

Scenario 1: Packet Delivery Ratio(PDR)

Malicious Nodes in %

Scheme
0 10 20 30 40
AODV 1 0.81 | 0.73 | 0.68 | 0.66
Watchdog 1 082 | 075 | 07 | 0.67
TWOACK 1 094 | 094 | 091 | 092
AACK 1 095 | 094 | 092 | 092
EAACK(RSA) | 1 | 096 | 094 | 093 | 0.92
Hybrid 1 ] 09 | 095 | 092 | 0.91

Scenario 1: Routing Overhead(RO)

Malicious Nodes in %

Scheme
0 10 20 30 40
AODV 002 | 023 | 073 | 068 | 0.66
Watchdog 0.02 | 0.025 | 0.025 | 0.025 | 0.025
TWOACK | 019 | 04 | 043 | 044 | 053
AACK 019 | 023 | 03 | 034 | 039
EAACK(RSA) | 016 | 031 | 0.38 | 0.46 | 0.56
Hybrid 0.15 | 0.28 | 0.37 | 0.46 | 056
Scenerio 1: Routing Overhead
1
—o— AODV
S 0.8
£ —&— Watchdog
g °° o | —+—TWOACK
204 - =L ¢
g s ) —— AACK
x - —#—EAACK(RSA)
0- Hybrid
0% 10% 20% 30% 40%
Malicious Nodes

Fig.12. Simulation Result- Scenario 1- Routing Overhead

The simulation results of RO in scenario 1 are shown in Fig.
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12. The AODV and Watchdog scheme achieve the best
performance, because they do not require acknowledgement
scheme to detect misbehavior activity. For the rest of the
intrusion detection system, AACK has the lowest overhead.

7.2 Simulation Result- Scenario 2

In the second scenario, we set all malicious nodes to send out
false misbehavior report to the source node whenever it is
possible. Here, this scenario setting is designed to test the
performance of intrusion detection system under the false
misbehavior report. When malicious nodes are 10%, the
proposed system performs better than AACK and TWOACK
and same as EAACK. When the malicious nodes are at 20%
and 30%, Hybrid scheme performs very good.

Scenerio 2: Packet Delivery Ratio
g 1 —e— AODV
[o]
T 0.9 - —=— Watchdog
% 0.7 - —a— TWOACK
[a}
§ 0.5 —— AACK
S —¥*—EAACK(RSA
a 0.3 ?—!

—o— Hybrid
0% 10% 20% 30% 40%
Malicious Nodes

Fig.13. Simulation Result- Scenario 2- Packet Delivery Ratio

TABLE 2
SIMULATION DATA- SCENARIO 2
Scenario 2: Packet Delivery Ratio(PDR)
Malicious Nodes in %

Scheme
0 10 20 30 40
AODV 1 0.82 | 0.73 | 0.68 | 0.67
Watchdog 1 083 | 074 | 07 | 0.68
TWOACK 1 093 | 084 | 081 | 0.79
AACK 1 093 | 084 | 081 | 0.8
EAACK(RSA) | 1 094 | 091 | 085 | 0.76
Hybrid 1 094 | 09 | 085 | 076

Scenario 2: Routing Overhead(RO)
Malicious Nodes in %

Scheme

0 10 20 30 40

AODV 0.02 | 0.023 | 0.023 | 0.022 | 0.02
Watchdog 0.02 | 0.025 | 0.025 | 0.023 | 0.023
TWOACK | 018 | 02 | 037 | 041 | 04
AACK 018 | 02 | 023 | 022 | 052
EAACK(RSA) | 023 | 026 | 034 | 036 | 069
Hybrid 022 | 025 | 031 | 0.4 | 066

In terms of RO, owing to the hybrid scheme, proposed system
maintains a lower network overhead compared to TWOACK

in most cases, as shown in Figure 14. However, RO rises
rapidly with the increase of malicious nodes. It is due to the
fact that more malicious nodes require a lot more
acknowledgement packets and digital sign.

Scenerio 2: Routing Overhead
1 —+— AODV
E 0.8 —— Watchdog
g 06 —+— TWOACK
O 04
o —%— AACK
£ 02 -
3 —*— EAACK(RSA)
x 0 -
—&— Hybrid
0% 10% 20% 30% 40%
Malicious Nodes

Fig.14. Simulation Result- Scenario 2- Packet Delivery Ratio

7.3 Simulation Result- Scenario 3

In scenario 3, have to provide the ability to forge
acknowledgement packets to the malicious nodes. This way,
the malicious nodes drop all the packets that they receive and
send back forged positive acknowledgement packets to its
previous node if necessary. Here, this is a common method for
attackers to degrade network performance while still
maintaining its reputation. Performance comparison of PDR in
scenario 3 is shown in Figure 15. Proposed scheme
outperforms TWOACK , AACK and EAACK in all test
scenarios.

Scenerio 3: PacketDelivery Ratio

° 1.1
g —e— AODV
@ 09 -
g —&— Watchdog
[}
0 —+— TWOACK
Sos AACK
X
03 —%— EAACK(RSA)
go.
— .
0% 10% 20% 30% 40% Hybrid

Malicious Nodes

Fig.15. Simulation Result- Scenario 3- Packet Delivery Ratio

Scenerio 3: Routing Overhead

—— AODV

—=&— Watchdog
—4&— TWOACK
—»— AACK

—*— EAACK(RSA)

40% —&— Hybrid
(]

© o o o
O N » O 0O
I | |

Routing Overhead

0% 10% 20% 30%

Malicious Nodes

Figure 16 Simulation Result- Scenario 3- Packet Delivery Ratio
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TABLE 3
SIMULATION DATA- SCENARIO 3
Scenario 2: Packet Delivery Ratio(PDR)
Scheme Malicious Nodes in %
0 10 20 30 40
AODV 1
Watchdog 1
TWOACK 1 0.92 | 0.78 | 0.67 | 061
AACK 1 0.92 | 0.78 | 0.66 | 0.61
EAACK(RSA) 1 093 | 0.82 | 0.77 | 0.76
Hybrid 1 093 | 0.82 | 0.77 | 0.76
Scenario 2: Routing Overhead(RO)
Malicious Nodes in %
Scheme
0 10 20 30 40
AODV
Watchdog
TWOACK | 0.18 | 0.22 |0.36 | 0.37 |05
AACK 0.03 | 0.22 |0.31 | 0.25 |0.36
EAACK(RSA) | 0.09 | 0.24 | 0.36 | 0.42 | 0.67
Hybrid 0.08 | 023 |035 |04 |06

Figure 16, shows the achieved RO performance results for
each IDS in scenario 3. Hybrid scheme it produces more
network overhead than AACK and TWOACK when malicious
nodes are more than 10%. The reason is that hybrid scheme
brings in more overhead than the other schemes.

8 CONCLUSION & FUTURE WORK

Packet dropping attack has always been a major threat to the
security in mobile ad-hoc networks. In this research, we have
proposed and implemented a Intrusion Detection System
named Enhanced Intrusion Detection System with On-
Demand Routing Protocol using Hybrid Cryptographic
Technique for MANETs and compared it against other
popular mechanisms in different scenarios. The results show
positive performances against Watchdog, TWOACK, AACK
and EAACK in the cases of different problems like limited
transmission power, receiver collision and false misbehavior
report. Consequential, in an endeavor to prevent the attackers
from initiating forged acknowledgement attacks, We used
hybrid cryptographic technique. It can improve the network’s
PDR when the attackers are smart enough to forge
acknowledgement packets.

Eventually, we concluded that the Enhanced Intrusion
Detection System with On-Demand Routing Protocol using
Hybrid Cryptographic Technique for MANETs is more
suitable to be implemented in MANETS. To increase the value
of the project work, we plan to investigate the following issues
in future work:

Testing the performance of this system in real network
environment instead of software simulation.

1. Testing the performance of this system in real

network environment instead of software simulation.

2. Possible to adopt other hybrid cryptographic methods
instead of this hybrid technique.
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